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We’ve Reached A Point of Disconnect

In an earlier paper, I discussed the point of disconnect we have
reached between today’s customers needs and the traditional
voice, Internet and broadcast video network architectures. This
disconnect is driven largely by emerging multimedia and multi-
modal Internet-based traffic and because of this disconnect our
infrastructures and their underlying economics are struggling to
catch up.

Three major factors have contributed to this disconnect:

e Users want to do more with their connection independent
of location. Consumers now expect high quality video, mu-
sic sharing, real time chat and voice and video conferencing,
often all at the same time both at home and on the road.

e Big files are now increasingly move from computer-to-
computer instead of originating on central servers. The
technology commonly used for audio and video file transfers
(applications like Limewire and BitTorrent, for example) use
participating users’ computers to deliver traffic, as if cargo
trucks were let loose on surface streets.

e Latency, jitters, and low quality-of-service are now
unacceptable. The Internet has gone from a best efforts
complement to everyday activities to a principal platform for
business and personal activities requiring quality of service.

In short, the demands of bandwidth consumers are outpacing
the ability of bandwidth suppliers to keep up. There are several
supply-side and demand-side management techniques for ad-
dressing this growing disconnect, including building additional
capacity (increased supply), improving compression technology
(in essence increased supply for some services) and triaging net-
work traffic (again, more supply by making do with less).

Increasingly, though, networking companies are considering

or implementing options to address the disconnect by limiting
bandwidth supply and affordability (demand) — including, brief
Internet brownouts for high-volume users during peak periods,
blocking or limiting some peer-to-peer traffic (famously), band-
width caps, usage-based pricing, and discontinuation of service
for high-volume users.

However, limiting bandwidth supply or increasing consumer
prices in ways that decrease demand could have long lasting ef-
fects on both the Internet economy and, given the pervasiveness
of data communications, our overall economic health.

Unless we ensure an adequate supply of quality bandwidth at
reasonable prices, many current and future business models
will be stranded, which will have serious implications for
economic growth, sector innovation, and national competi-
tiveness in the Internet sector.

In this paper, I look at the impact this disconnect has on emerging
applications and discuss our options for dealing with the problem,
addressing the following topics:

*  What the disconnect means for innovative business mod-
els. In this paper, I profile five key emerging consumer and
business applications — video entertainment, gaming, health-
care, financial services and video-conferencing — assessing
their vulnerability to this disconnect.

e What we need from the U.S. networks. Next, I review
what network attributes are required to meet the new de-
mands being placed on today’s Internet infrastructure.

¢ What innovation is required to close the gap between
bandwidth supply and demand. Finally, I discuss the inno-
vation that will be required to develop the networks needed
to meet the needs of U.S. consumers and businesses.

There is, or should be, little debate about the importance to all
sectors of the economy of our communications infrastructure
keeping pace. Accordingly, seeking a better understanding — and
even a rough consensus — about the sources and impacts of this
disconnect is important in identifying solutions.
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What the Disconnect Means for Entertainment, Healthcare and Business

Applications

This paper examines the point of disconnect for applications in industries, which face significant challenges if
networks are not sufficiently. In each we briefly discuss which emerging applications require more than the
network is currently able to deliver, illustrating the current limits on innovation and growth.

Entertainment

+

Broadly Deployed
Network Capacity

Interactive Gaming

® Interactive HDTV Services

® Internet Based HDTV

Network Capacity Supports Growth of the Application/Market

@ Network Capacity Constrains Growth of this Application/Market

Media Entertainment

When we think of radio or television we typically think of enter-
tainment delivered via over the air television, satellite or cable
delivered — sent and received in real time. Increasingly, how-
ever, these audio and video media are being distributed over the
broadband Internet in both linear and time-shifted manners.

Customers utilize directory programs, such as Apple’s iTunes or
the producer or distributor’s site (such as CNN or NBC), to locate
the content they want and if necessary pay for the download.
Once authorized by the distributor the audio files, music, TV
programs, audio books and other specially produced content, are
distributed to the user device, an iPod, computer or other media
player. Or users can access real time radio and TV programs over

the Internet and access the programming directly from the station
or producer, such as NPR, at the same time they are aired, or if
desired at a time more convenient for the listener.

As the speed of networks increased the number of devices avail-
able to the user for accessing content has increased as well. Video
content, originally only available over the air on an analog televi-
sion when the broadcaster scheduled airing, now can be seen on a
TV, computer or handheld device (such as video enabled mobile
phones).

This content is controlled by the computer, the handheld, a digital
set-top box with digital video recorder or a new class of device,
the Internet Media Appliance or Home Media Center. A spe-
cialized computer based device designed for simple consumer
control, these devices first were based on a traditional computer
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platform with specialized software (from HP or Microsoft) but
have now evolved to resemble high end high design devices such
as the AppleTV. These innovations are made possible by high
speed broadband, but their wider adoption is constrained by the
limited availability of consumer broadband connections exceed-
ing 20 megabits per second.

Behind these new devices are new services and business mod-
els. Media search and download sites, such as iTunes, NBox are
the new “zero inventory” record and video stores. Customers

purchase their content over the

“Content licensing,
marketing and sales, cus-
tomer hardware and soft-
ware, were all challeng-
es, but without access to
customers there was no
chance of a successful
business. The huge diffu-
sion of broadband today

Internet at prices comparable to
physical products but receive no
disk, no box and no packaging.
Some sites distribute content for
free or at a discount, but insert
advertising into the stream or on
the web site. And when the cus-
tomer has registered at the site,

is wonderful. Today we
could have been success-
ful, but there just wasn’t
sufficient broadband
deployment to support
the model.”

and the systems there keep track
of who the customer is and what
they have examined searched
and purchased they can position
highly targeted advertising.

—Jonathan Taplin, co-founder
of internet software company
that failed because of broad-
band capacity.

These business models were
delayed for years by the lack
of wide-spread broadband. For

example, start up firms such as
Intertainer, were unsuccessful because networks were not yet
ready to support a network-based video distribution business.

Jonathan Taplin, co-founder of !ntertainer, reflects that their chal-
lenge was to get the sufficient network connectivity to support a
sufficient number of customers to make the rest of the challenges
worth while.

Broadband, according to Taplin, is critical, but innovative
economic arrangements are equally important. “We also need
microtransaction support, the ability to charge for 5, 10 and 50
cent transactions without the costs of doing so undermining the
profitability.” And he argues that access to customer knowledge,
with the explicit approval of the customer, can improve the user
experience. “To really succeed we need to know how to create an
ad-insertion infrastructure that leverages the power of individual
customer knowledge in the way that Google does, plus with cus-
tomer permission, add information about customer interests.”

Taplin’s comments remind us that access is only part of the
solution to providing services that customers want. But today
customers have access to hundreds of programs channels, video
and music on demand, plus the ability to store programs for later
viewing, and even the choice of different devices to view the
programs, at home or on the road. All of this is made possible
with technology from numerous vendors and investments by
wireless firms, cable and telephone companies, along with their
IT suppliers.

Making this possible today are numerous technology elements
all based on access to and enabling a high-speed broadband
network. The network needs to be capable of carrying more than
20 million bits per second with high reliability and low delay to
hundreds of thousands of customers.

The expanded broadband network has driven new device tech-
nologies like media centers, new means of compressing informa-
tion to enable multiple high definition television channels, new
handheld devices and even new user-generated content. These
technologies, made economic by the mass entertainment market,
are capable of supporting more services than traditional one-way
entertainment.

The demand for these services, and the enabling value added
services infrastructure, are growing rapidly, and these markets are
still limited by the lack of high speed access and quality end to
end network management. Until these are in place carrier-specific
services such as FiOS or U-verse will be able to provide quality
video, but other providers will not have access to a uniform and
quality network for delivery.
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Gaming
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Maze Wars on XEROX Star Computer ca. 1980

Almost thirty years ago interactive gaming between researchers
on different continents represented a significant amount of late
night traffic on TCP/IP networks. These were visual multi-player
such as Maze Wars, originally invented by Steve Colley at NASA
in the early 1970s.

cam killed stoshy
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Halo3

Today games are much more sophisticated. Halo3, for example,
runs as a networked multiplayer game on the Xbox from Micro-
soft. They are also a significant market area. Before the Halo3
launch in September 2007 retailers took more than 1.7 million
preorders for the game. More than 1 million gamers played the
game online over Microsoft’s Xbox Live system on launch day.
In the first week Microsoft reported over $170 million in sales of
the game.

Halo 3 represents the cutting edge of publicly available games
today. It is highly interactive and a multimedia experience with
high quality graphics, multi channel audio, interactive voice and
text chat and players navigating around a three dimensional vir-
tual world. Halo3 is a fast paced game where a delay will cause
the player’s character to lose territory or even its virtual life. It is
a complex program with stunning graphics and player experience,
and that is part of the reason it has sold so well.

“We worry a lot about the player

experience” said Christopher “We worry a lot about
the player experience.
Imagine a ping time of
over a second, it would
destroy the experience

for the player.”

Novak a Design Director at the
Microsoft Gaming, the company
that created Halo3. High-speed
networks are important to gam-
ers, but what is more important e e

design director at the
Microsoft Gaming

is speed of response or ‘ping
times,’ the delay between when

your console sends out a player
move and when the other play-
ers consoles receive it. “Imagine a ping time of over a second, it
would destroy the experience for the player.”

Microsoft and other game developers have to deal with the vari-
able quality of the Internet and accommodate it as best they can,
given they have no control over the networks. “Players see the
game, they don’t often think about the underlying network when
play gets slow or less intense,” said Novak.

Part of the startup of each interactive multi-player game ses-
sion involves searching the game network for other players and
games. “We actively examine each available game to see which
would provide acceptable game play performance” said Novak,
“we want the player to have a good experience.” According

to Novak the current generation of games could not be played
on past networks and the future generation of games cannot be
played on current networks.

High-speed, low latency, networks supported the adoption of the
next generation of interactive computer games. These games are
played on both high end personal computers (the video process-
ing is very resource intensive) and increasingly on dedicated con-
soles like the Microsoft XBOX, Sony PSP and Nintendo Wii. The
consoles are optimized for the high end graphics of gaming but
also support other entertainment options such as DVD playback
and quality audio.
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Making this experience possible is a combination of cutting edge
computer technology and quality networks. If the network is not
reliable then the multi-player on-line game will not be enjoyable
and low latency, reliable networks are essential. People can play
across the continent or across the ocean with an experience of
being in the same room. In many markets this experience is avail-

Healthcare
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able now, but as cited above the game developers have to work
hard to get around the limitations of today’s network that are
delaying the next generation of gaming.

Gaming is constrained in terms of the network effect as without
good quality fewer players can interact, especially as high band-
width and low latency are needed.

® Generally available Robotic
Surgery

Remote Residential Monitoring

Research or Specialized Remote Care

Network Capacity Supports Growth of the Application/Market

@ Network Capacity Constrains Growth of this Application/Market

In healthcare video has numerous applications, especially in the
case of rural healthcare where specialist medical resources are
remote or where continuing education facilities are distant. The
Federal Communications Commission recently granted $417 mil-
lion for the construction of 69 statewide or regional broadband

Remote Monitoring

telehealth networks in 42 states and three U.S. territories to con-
nect more than 6,000 public and non profit health care providers.
The network will connect health care sites at hospitals, clinics,
universities and research centers, behavioral health sites, correc-
tional facility clinics and community health centers to broadband
telehealth networks. The network will provide distance learning
and remote consultation and diagnosis, both enhanced by video.

However, broadband speed is not as critical as reliable and man-
aged network access and controlled quality of service for many
healthcare applications. “Few applications need very high-speed
data, even high quality image studies can be received in a few
minutes and still be viable. Sometimes in urgent care it helps, but
often these are not distance applications,” said Dr. Brent Lowen-
shon, former director of IT Advanced Technologies Kaiser Foun-
dation, the not for profit arm of the Kaiser-Permanete HMO and
current head of medical research and development for the Product
Care Institute. According to Lowenshon, particularly for monitor-




Stranded by the Disconnect
Bandwidth Supply and the Innovation Economy

ing patients at their homes, “the network has to be reliable or it
risks the health of the patient.”

Wide scale reliable and predict-
“The network has to be
reliable or it risks the
health of the patient.”

able networks are critical for
Remote patient monitoring,

remote or robotic surgery and
—Dr. Brent Lowenshon,

former director of IT Ad-
vanced Technologies Kaiser
Foundation

distant care require networks that
stay up, have few errors, and in
the case of robotic surgery, have

a predictably low delay. Further
adoption of these applications will require quality managed net-
works, something that is difficult across multiple carriers.

Robotic surgery is being trialed by the military as a way of
providing front line care in more locations of higher risk. But
civilian applications exist for performing delicate procedures

on a small scale, where human hands cannot maneuver with the
same delicacy and care. Currently, such devices are nearly always
used on local networks but in the future, with quality and reliable
networks, they can be remotely deployed and monitored.

Remote monitoring — critical in the weeks following hospital
discharge for some major procedures and valuable in the chroni-
cally ill — would allow health care providers to better monitor
patients at home. Widespread use of remote monitoring would be
particularly applicable to situations where the patient still needs
monitoring but not access to urgent care, and would lower costs
for patients making quality care more affordable.

Remote monitoring requires reliable, predictable, networks
between patients and caregivers. Additionally, it requires “smart”
devices in the home that can communicate the patient’s health
status and the status of the device itself to the central monitoring
location. With a high-speed and reliable networks, and electronic
patient records, doctors will have a more complete picture of your
diagnoses, treatments and medications and be able to conduct ap-
pointments with patients in their homes. Although they may not
be as personal as in-person visits, house calls will return

Healthcare applications highlight the demanding job of maintain-
ing and operating complex networks. In healthcare applications
the impacts of failing to provide reliable communications can

be more serious. Quality of Service (“QOS”) refers to speed,
reliability, packet loss, and the quality of the delivery of pack-
ets. In order to support QOS required for emerging healthcare
applications, network operators need to accomplish many things,
including overall network monitoring (looking at overall traffic

and monitoring for faults) and making decisions on which traffic
should get priority.

Currently, networks are unable to meet the requirements of these
healthcare applications in any large scale manner. Remote care is
in use in research settings, but its potential for wide scale deploy-
ment is limited. However, there is strong pent-up demand for
reliable, cost-effective residential monitoring capability, which
would be a driver of lower health care expenditures. Unless
significant improvements are made in quality and reliability the
networks, deployment of this cost and life saving technology will
be limited.




Stranded by the Disconnect
Bandwidth Supply and the Innovation Economy

Business Applications

+

® Full scope remote financial services

@ Inter-organizational telepresence video

E.Z."
>0
gg
%m
(&)
o
2’-3
S
g 2
S o
mZ

Wide scale GRID based services

Inter-organizational telepresence video

Network Capacity Supports Growth of the Application/Market

@ Network Capacity Constrains Growth of this Application/Market

Grid Computing and Financial Services

Financial services firms’ networks have evolved from providing
community-based services to supporting highly complex, com-
puter models, often requiring massive computational capabilities.
The end-to-end speed and reliability of networks are critical,
especially in applications such as international currency trading,
where thousandths of a second can impact profitability.

This has lead to the use of “Grid” based computing networks,
which can support the massive computational demand. The term
Grid was coined by Larry Smarr former director of the Illinois
Supercomputer Center and current Director of the California In-
stitute of Telecommunicaitons and Internet Technology (CALIT?,
based at UC San Diego. Smarr likened Grid to an electric power
grid, where the user could plug into vast resources when needed.
According to Dr. Ian Foster of the University of Chicago, an ex-
pert on Grid computing, “In financial services, the question isn’t
so much who uses grid, but who doesn’t... Where you see grid
applied most often is in areas... where even an eight-hour batch
cycle wasn’t enough to run reevaluations on a whole portfolio.”

Just about all financial service firms use Grid computing — includ-
ing firms such as Wachovia, Merrill Lynch, Morgan Stanley -- to
do some part of their derivatives pricing and revaluations and for
risk management, according to Foster.

In addition to Grid computing, which when performed outside
the boundaries of a building requires high speed and reliable
networks, financial service firms involved in trading depend on
the networks for their business. This need for network qual-
ity, security and reliability will delay wider deployment of Grid
computing on public networks, but the need is growing and is
likely to become a problem for financial services companies in
the near-term.

Conferencing

Being in the same room is what meetings are all about, and the
Internet can make this possible without traveling. Making this
experience as real as possible has been the long-term goal for
video conferencing. Early systems utilized a consumer TV and
black and white camera, but quickly systems moved to color and
multiple flat screens. But the consumer experience was less than
perfect and the network was a large part of the problem.

“The connections were based on ISDN and just didn’t work
reliably,” said Bill Gewirtz, who held senior customer support
positions at AT&T during the early days of video conferencing.
You needed high-speed to make the video quality work and it
had to be digital and ISDN was all we had that could be dialed
or connected to different customers, and ISDN just didn’t work
well.” Part of the problem was unless the video systems were
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directly connected on a private corporate network there was no
other digital service available. And ISDN was a 64 kilobit per
second speed service, so to get decent quality video you needed
multiple ISDN lines connected together. If one line was lost then
the signal might drop or degrade.

The Internet solved this problem and high-speed networks make
a whole new experience possible. High definition video confer-
encing with instant, reliable and easy to use connections is now
a reality. With the Internet and a high-speed connection there is
no need to dial multiple phone numbers and hope the lines stay
up. Anywhere you have compatible equipment and a high-speed
line you can install and use the system. Long-term video con-
ferencing supplier, Polycom, has seen this transition from tube
TV and IDSN to high definition flat screen Internet based video
conferencing. Their new systems enhance the experience with
positional audio and stunning video. Polycom systems can work
for small groups or large meetings and are widely used in govern-
ment, industry and education.

Widespread Video Conferencing Requires Upgraded Public
Networks

A relatively new supplier in the video conferencing marketplace,
building on its vast experience with Internet and broadband ser-
vices, is Cisco with its TelePresence product. The Cisco project
was lead by Michael Dhuey, an Apple Computer veteran and co-
developer of the iPod. He brought camera technology, displays
and visual effects capabilities to the project, working with experts
from the motion picture industry to create the proper lighting

for the TelePresence product. One user found the experience so
realistic he almost went to move items out of the way in the room
only to find that they were in the remote city. In a form of techno-
logical quid-pro-quo the TelePresence suite was featured in a TV
series “24”, where technology and Internet communications are a
feature of the story.

The key to this technology’s rapid acceptance is the ease of use
and cost savings. In fact products like these can pay for them-

selves in multiple ways, both economically and environmentally.
By reducing travel to remote locations personnel save time and
money, and gain productivity. Executives can meet with clients
from six cities and three continents in one day without leaving
the office. The return on investment on even an expensive system
can occur in one or two years. Key to greater economic and social
benefits is expanding the use of the systems beyond the company
walls. The larger the network of high-speed connections available
for video conferencing connections the greater benefit for all us-
ers. Ultimately, this argues for the use of the public networks for
these services.

The environmental impacts of travel substitution are consider-
able, especially with repeated meetings (such as project reviews)
or large group meetings. But these technologies use less energy
and pollute less than even a single long distance airplane trip to
attend the same meeting. Work is underway to further quantify
the detailed savings but one goal is to utilize video teleconferenc-
ing systems to offset more than the operating impacts of the IT
and network industries, effectively making the technology sector
at the least carbon neutral. With a network connection of the right
reliability and QOS one could even connect in from home, per-
mitting people to work from home occasionally, and still be fully
engaged in the work at the office, or across the globe.

Video-teleconferencing is enabled by the Internet but is a
demanding application, especially when multiple high defini-
tion screens are used to enhance the experience, which requires
hundreds more times the capacity than a phone call. In the same
way that peering and network congestion can cause problems
with gaming quality, video conferencing quality can suffer if the
network is not running properly. Having all of your video systems
on a managed corporate network can address some of this, but
it to maximize the benefit use of the public Internet is required.
As these systems increase in number and spread out in geogra-
phy and networks utilized we can expect to see QOS problems
increase. This will create further pressure to increase network
speed, quality and reliability and delay its wide adoption for
several years.

Major corporate customers avoid some of this risk by getting a
managed network service all from one carrier and this approach
supports most corporate video services today. This avoids the
peering risks and in many cases traffic from one company loca-
tion to another never go over the public Internet, but rather a
special parallel network running the same Internet protocols of
TCP/IP and interconnected to the public Internet to let corporate
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users access non-company sites. Some firms utilize an entirely
separate TCP/IP network which is not interconnected with the
public Internet for performance and privacy reasons, as does the
US military.

However this does not address the needs of inter-company com-
munications, so the public Internet must be improved to reliably
support growth of these applications.

What We Need From the Network

What we will explore here are some of the end user services that
the Internet enables and core functions necessary to create these
services. We will also examine how they work, and what needs to
be done to insure that these networks grow to meet the expanding
demand for end user services and continue to fuel the economic
and social engine that is now such an integral part of our daily
lives.

Here are some of the different dimensions of service and how
they impact end user applications capabilities.

Speed of Access

This is what most consumers look for when they order Internet
services, how fast it will operate. Usually measured in megabits,
it is a key determinant of the user experience in web browsing
and file downloads. As we will see later it is not the sole determi-
nant of experience, as many other factors come into play.

Speed Across the Network

This is what gamers and financial traders look for, how fast their
traffic gets to the servers (computers that provide the content or
services) and other resources located in the ‘cloud’ of the Inter-
net. Measured in ping times (how fast the signal get to the remote
location) it is gaited by access speeds but many other factors in-
fluence this speed, especially the number of network connections
the signal must transit to get to its destination.

Reliability

We take plain old telephone service “POTS” reliability for
granted. Until recently most POTS lines were copper and were
powered from the phone company central office. They seldom
failed and when they did were back up quickly providing the
basic service of POTS. This kind of reliability is essential if we
are to use networks to help in home monitoring patients who have
been discharged from a hospital or have chronic illnesses.

Internet service (and services such as voice over Internet protocol
or “VoIP”) are more complex and require power locally, a com-
plex of hardware and software to operate and when they work are
amazing. When these services fail they are harder to diagnose and
repair. Than traditional phone services. We expect our cell calls

to drop, on occasion, and we expect our Internet connection to
fail at times. However our experience and expectation is that land
line calls, emergency calls and health related services have high
reliability. This goal can be realized but will require focus and
investment.

Always/Anywhere

Mobility is somewhat new in communications, it is only since
1984 that we have had cellular phones and only in the last 10
years that we have had mobile data. The ability to have service
always and anywhere changes the way we work, how we care
for our families and even how we play. But to make this work
requires sophisticated products, remarkable power systems and
power control (that small battery that would not run a flashlight
for 10 minutes runs your cell phone for days) and expensive and
complex networks.

Security

The Internet is a shared network, all of our traffic is intermixed
with that of the other users. And wireless data is carried over
radio signals that anyone can receive. How we guarantee that
our communications are protected from unlawful receipt is much
more complex today than it was in the POTS era. When impor-
tant information, from our private conversations to million dollar
financial trades are carried on networks secure communications
matters.

Management

In order for the video your are watching on your PC to be of any
use it must download quickly and reliably. Not only are there
myriad dimensions to manage but there are multiple companies
providing carrier services and even more providing end user ap-
plications. Coordinating and managing these services to provide
a quality of service (called QOS by carriers) is important to users
and demanding for carriers.
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Network Innovations Required to Address
Bandwidth Demand

Moore’s Law famously states that computing power doubles
every 24 months. Practically speaking bandwidth-consuming ap-
plications are constantly in a race with the ability of the network.
If network capacity pulls to far ahead of demand, network invest-
ments become stranded. Today, we’re seeing industry applica-
tions that are stranded by a lack of network capacity. Innovation
at the network level is required to address this disconnect.

Peer to Peer — Sharing the Wealth and the Work

In the very early period of the Internet content, text, web pages
and even music, was requested from an site and delivered from
computers, called servers, at that site. As the Internet grew in
connected users and geographically this model became diffi-
cult to scale, especially to meet peak demand and demand from
overseas. So a new architecture was born called network-based
caching. Content was copied to multiple servers in data centers
around the world and when a user wanted to access, for instance,
a web page, they would be directed to a nearby server. These
were shared amongst multiple content providers and offered bet-
ter performance and economics than most providers could make
available on their own.

These caching networks evolved to dedicated content distribution
networks (CDNs) optimized for the high capacity and bandwidth
of audio and video content. But network capacity and storage can
be expensive if your customers are asking for thousands of copies
at once from around the globe. And this cost limited the distribu-
tion of large files such as video streams to those larger players
who could afford these high costs.

Innovators in Europe and the United States created a new model
called Peer to Peer (P2P). In this model a central director com-
puter would distribute parts of different content streams to
different end user computers running the necessary software and
then when someone wanted, for instance, a video, it would direct
the requesting computer to ask each of these computers to send it
their parts. The new recipient would then become another node in
this distribution network. P2P networks, such as BitTorrent and
Limewire, grew to share files for free between users (often violat-
ing copyright in the process).' Recently these networks became a
point of contention between carriers, such as Comcast, and some

users, since one P2P user can overwhelm the local network con-
nection denying others sharing that connection a decent quality of
service.

While the P2P approach is a convenient means for audio distribu-
tion that bypasses centralized control and (sometimes copyright),
when it comes to video distribution it becomes quite economi-
cally attractive. The BBC and numerous corporations use a

P2P approach to video distribution called Kontiki from the firm
Verisign. Kontiki, like other P2P programs, stores and distributes
video content not from a centralized set of servers but from each
computer that has obtained a copy. P2P spreads the cost of distri-
bution amongst the users who are paying for their own hardware
and bandwidth costs.

But P2P demands that all network connections being used have to
be robust enough to support the P2P traffic without compromis-
ing the effective use by others sharing these access resources.
Easier and lower cost distribution of large media files means
more people will share them, and all of us benefit because of a
broader selection of content from more and often less known
content creators. So while peer to peer enables new services (such
as certain forms of VoIP) and services providers it does place
new demands on the network. Where the network is not properly
engineered for symmetrical two way traffic it can create bottle-
necks and cause degradation of service for some users. In order to
address this need and take advantage of P2P carriers need to add
new capacity, especially in the access segment of the netwok.

Adding capacity — Building Bigger (and More)
Highways

The amount of information that is moved over the Internet is
increasing daily. Compression technologies minimize the amount
(and cost) but that only makes it more attractive for people to
load more on the network. Two recent papers explore this con-
straint, one by this author* and more recently one by Nemertes
Research, suggesting that unless more capacity is added to the
networks innovation and economic growth will be stifled. Adding
capacity in the core of the network is a scaleable and compara-
tively (in engineering terms) straight forward process, since

core capacity is shared by so many users and easy to monitor for
growth. Capacity in the access network, that is getting from the
user to the core, is where the biggest constraints, and risks, are.

!The same P2P logical architecture underlies VoIP (Voice over IP services) such as Skype where the central server or directory provides the connection
details but the call traffic does not route though the central server, rather it goes directly between the two (or more) users.

2 Michael Kleeman, Point of Disconnect --August 2007.

Nemertes Research, The Internet Singularity, Delayed: Why Limits in Internet Capacity Will Stifle Innovation on the Web--November 2007. 10
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With the advent of mobile Internet access we now have two basic
ways of getting to network resources, wirelessly and over some
form of physical link, like a phone or cable line. And users expect
that no matter how they access the network they can get the con-
tent they want, be it music, their email or even TV programs. But
each of these network access approaches has its limits.

In the wired network service providers use a combination of fiber
optic cable (plastic or glass fibers that carry signals in the form
of light) and copper to reach the customer. There are differences
in how they use each and how close the fiber is extended to the
customer’s premise. Verizon has an architecture they call FiOS
that takes fiber-based signals to the customer’s home and then
uses wireless (WiFi, which is comparatively short range wireless
Internet access) and copper in the house to distribute the Internet
access and copper for the TV signal. AT&T calls its approach
U-verse and it takes fiber to a device near the home and then uses
copper to the home and, like Verizon, WiFi and copper in the
home. Cable companies, like Time Warner, Cox and Comcast,
use fiber to the street and then coaxial copper to and in the home.
So despite the differences promoted by the carriers, they all use a
mix of fiber and copper to get voice, data and video to and in the
home. Each of these access (also called last mile) technologies
has advantages and disadvantages, but as they are more broadly
deployed they will let customers access the Internet at speeds be-
tween 20mbs and 100mbs. This is fast enough for a compressed
high definition video over the Internet, very fast web browsing
and voice services.

The wired world is moving quickly to serve customers’ needs for
high-speed service at the same time that many users are increas-
ingly going mobile with their data and video. While it is easy
(albeit expensive) to add capacity in the wired world it is much
more complex to do so in the wireless domain.

Radio is a shared medium, everyone in a town can receive the
local AM radio station and hear the same program. If I want to
add more programs I need to add more radio channels. A fiber

to your home is a dedicated medium, and if I want to give your
neighbor more capacity I can put a separate fiber into their home.
Also fibers can carry billions of bits per second and copper can
carry tens of millions, effectively making wired access network
capacity fast enough for any user. Radio signals have different
characteristics by frequency or the radio channel, and it is far less
than fiber, especially if it has to be shared by thousands of users.

The early mobile telephones were wide area phones with few
users and expensive. Even in what AT&T then called Improved
Mobile Telephone Services (IMTS) were only 11 channels, in an
entire city, and the unit was hardly portable. This was the state

of the art of mobile telephony for 20 years until AT&T Bell Labs
invented and then the phone industry deployed cellular telephony,
leading to the mobile networks of today.

While the IMTS service used one set of frequencies to cover

a whole city cellular technology divided the city into smaller
areas or cells. In doing so the system could reuse the frequencies
many times so that a channel could carry numerous calls at the
same time, in different cells. The phones, together with a central
switch, were able to change from one cell to another, and one
frequency to another, without dropping the call.

The cells were connected to the central switch by cables, fiber or
radio links. The cells can be larger (called macro cells, originally
8-10 miles across) or smaller (microcells). Each time the carrier
splits the cells and makes more, they add new masts, antennas
and radios, and increase the capacity of the system. This concept
of spatial reuse is what makes cellular so valuable and permits it
to continue to grow.
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If the trend toward smaller cells and the trend toward mobile
devices being used as a substitute for wired devices then the next
logical step is a cell in a home. This concept is becoming a reality
in the femto cell.

“The subscriber gets
seamless and higher
speed mobile service, the
carrier effects an increase
in their network capacity
without building hun-
dreds of new towers and
radio systems and users
in their cars or in the
street get better service.
Itis a win all around.”

—Chris Rice, Chief Technol-
ogy Officer at AT&T

The high speed line (using fiber
or copper) connecting the Inter-
net to your home connects to the
Internet and the cell network, and
your home becomes a very small
(or femto) cell. Cellular coverage
in the home is excellent, and the
signal is carried over the wire

or fiber to the home, thus taking
the load off of the public cells
and effectively increasing their
capacity. Chris Rice, the Chief

Technology Officer at AT&T
is a big supporter of femto cell technology, “the subscriber gets
seamless and higher speed mobile service, the carrier effects an
increase in their network capacity without building hundreds of
new towers and radio systems and users in their cars or in the
street get better service. It is a win all around.”

Network Management and Control

In 1980 when mobile meant IMTS there was only one radio tow-
er in the city for telephone service. Now, with femto cells, there
will be, in effect, thousands. There are millions of high speed
access lines, computers and wireless phones and data devices.
The volume of data being managed is massive and the threats

to the network numerous. In order to insure that this complex of
equipment, traffic, signals and applications works for the user the
networks need to be well engineered and constructed. But they
also need to be actively monitored and managed. This is the job
of the network management and control organizations at carriers,
and the network operating center or NOC.

In addition to monitoring the health of the network and providing
technical support to keep the network working, the function of
network management is to protect the network from attack and
insure that customers receive the service they expect and pay for.
The idea of QOS was discussed earlier and monitoring conges-
tion of the network and removing the cause of it is part of the
role of the personnel in the NOC. The NOC is also responsible

to provide data to traffic engineering departments where network
upgrades are planned and peering points designed, sized, and
upgraded.

Examining traffic flows, and the specific sources and types of
traffic is important in maintaining network quality. In order to do
that it is important to have the switches, routers and special pur-
pose computers, like systems from Narus® examine the contents
of packets. If this process discloses millions of media packets
from one user that are slowing service for others the NOC can
limit the speed of that user or if that user has paid for a higher
quality of service the NOC can insure their packets get priority.

Part of the value of what is called deep packet inspection is that it
can disclose attacks on the network that might cause slowdowns
or failures. The simplest one logically is a denial of service (or
DOS) attack. The basic idea is to overload a network asset with
traffic so it cannot provide normal service to all customers. DOS
attacks can be targeted at content servers or routers, and usually
come from one source through which viruses generate attack
messages from thousands of computers all over the network.
Without visibility of the entire network (to see where attacks are
coming from and blocking them before the enter the core) and
packet inspection the NOC might not be able to divert a DOS
attack and if it did it would be hard to determine what traffic was
legitimate and let it pass thru. Attacks can also contain computer
viruses targeting servers or network routers and packet inspection
is critical to determine and protect against these attacks. Attacks
are common in the Internet, they occur thousands of times a day
and originate from the U.S. and dozens of foreign locations. The
fact that most of us never experience the impacts of these attacks
is a reflection of how well the NOC personnel at the different car-
riers do their job.

Power — Making Things Run While Using Less Energy

High-speed networks, compression, mobile devices, caching
servers, network operations, even femto cells, all have one thing
in common, they need electricity to run. Power is the fuel of com-
munications, nothing can work without it and the industry is in a
constant battle to increase capabilities while reducing the power
requirements of those capabilities. Consumers want more speed,
more features on their phones, larger screens and better quality
pictures and all of this requires processing and power.

Fortunately there are three trends that help attack this issue and
keep our phones and networks working late into the night. The
first is the steady increase of the price and energy performance of
the brains and heart of most of the devices in telecommunications
today, microprocessors. The price and unit power for the devices
that run a cell phone have dropped steadily, and designers have
taken advantage of this decline in costs to add functions and fea-

3For an interesting illustration of this kind of protection approach see www.narus.com/NSSdemo/NSS_Demo.html
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tures, like video and Internet access, to the mobile device. Like-
wise home devices are faster and more functional, less expensive
than their predecessors and often smaller.

The second trend is the improvement in battery technology.
Today most mobiles (and portable computers and even the Tesla
electric car) use lithium ion (Li-ion) batteries. Li-ion batteries
hold more power per unit of mass, can be recharged more and
lose less capacity over time (but eventually like all chemical bat-
teries do need to be replaced). They are certainly better than those
before them, but they are not ideal.

All batteries take time to charge, degrade and use chemicals most
of us would rather not touch (additionally Li-ion can catch fire

or explode if not properly managed, so Li-ion batteries include
power management controllers). Over time many designers and
scientists see specialized capacitors being used to power our
mobiles.

These can be charged very fast, do not degrade, are not toxic and
high power densities.

The third trend in power is a concern to reduce the power require-
ments of network devices and the power consumption of all
devices when not in use. New technology can reduce the amount
of energy used by the central radio equipment in mobile networks
by almost 40%, while improving signal quality. Phone companies
are actively working with their equipment providers to reduce
energy demands, effectively giving us more digital bang for our
kilowatt (and carbon) buck.

While network power consumption is important, it is only part of
the picture. Over 10% of the energy used in some homes is con-
sumed by devices not in use, but in standby (the TV that comes
on when you press the remote button is one exmple) The En-
ergy Star goal for products when not in use of under one watt is
significant. Computers, printers, set top boxes and Internet access
devices all consume power and most are not in use the majority
of the time. Selectively powering down or significantly reducing
the power they use can have major impacts, literally reducing the
number of new power plants that are built in the US in the com-
ing years. Power is important and the less we use for each task
the more we can do.

Investment — The changing demands on carriers

The communications services industry in the United States drives
big investments. Investments in major programs, such as FiOS
and U-verse will run into the billions of dollars and generate
thousands of jobs. These investments, and those of the cable,
wireless, satellite and Internet content and services industry

are major drivers of the economy. When new radio spectrum is
auctioned by the FCC the costs just to acquire the right to use the
frequencies can run into the multiple billions and then the win-
ning bidder has to invest more to build out the network. The com-
munications business is big business, and it has big risks. Unlike
the days of POTS there are no guarantees that carriers will earn a
return on their investments, yet much of the industry is still regu-
lated in ways that were created when profits were guaranteed.

The investments in core Internet services is well understood

and demand for new services, while not predictable in specific
volumes is predictable in terms of it direction, up. But the invest-
ments in access services, like wireless, fiber or cable to the home,
are risky, since there is a large central investment plus a cost to
connect each home. If a certain number of customers in an area
do not subscribe much of the investment is not in productive use.

These scale effects, where a high fixed cost plus lower incremen-
tal costs, drive the economics, can lead to profits when there are
a lot of subscribers and losses when the customers go elsewhere.
This is part of the reason that carriers market promotion prices
to get customers connected. New services, new spectrum and
new carriers all bring added risks to the new entrants and to the
incumbents. In the communications marketplace carriers have
always faced risk, from the market and technology. However the
uncertainty of regulatory changes can cause unanticipated risks
that all players would prefer to avoid. Regulations need to be
streamlined to insure that a few key social needs and rights are
addressed, but not in ways that are overly burdensome to carri-
ers. These needs include universal service, nondiscriminatory
access, emergency calling, legal intercept and interconnection
of networks. None of these demand micro level management or
regulation.

The Internet market will impact billions of dollar in business as
new markets for content, advertising and services emerge. All of
this will drive new technology investments and innovation. It is a
virtuous cycle where the players bet big and hope for big returns,
and in the process the customers benefit.
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Summary

The communications sector has always been a leader in technol-
ogy innovation and the Internet has and will continue to change
the way we all live. Because of the Internet and the government
and corporate organizations that helped create, build and run it
we have new firms like Amazon, Google and Yahoo, computers
are true global communications tools, and independent media cre-
ators have a new voice and market. The cycle of innovation will
continue and spur new technologies, firms and breakthroughs.

In order for this to occur, however, we need to be mindful of
what it takes to make it all work. Monitoring and managing the
network is hard work and requires the right tools so that the
benefits we all realize can continue. Especially in the broadband
media area the need for business and technical arrangements for
QOS and cross network peering are critical. And we as a society
need to recognize that a reliable, robust, communications network
is critical to our well being and the incentives need to be there for
its construction, operations and maintenance. Delays in realizing
this infrastructure will impact business, entertainment and health-
care and risks stalling the cycle of innovation that has fueled
much of the technology growth in the past 20 years.

In this paper we have discussed innovations in applications and
technologies and their benefits to society. What we have not
discussed is that much of the innovation is generated not by indi-
viduals or organizations seeking profit but researchers and their
sponsors who work to create new tools and capabilities to better
the way we live. It is to these innovators who dream, create and
share that this document is dedicated.
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